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On Oct. 18, 2021, Bart Verbeeck, former 
director of sales, and Robby Van Mele, for-
mer director of operations, admitted that 
they — along with co-conspirators at com-
peting � rms — colluded to allocate secu-
rity services contracts and to � x the prices 
at which the � rms had bid for contracts. 
In June, G4S NV, the security and logistics 
� rm where they’d worked, pleaded guilty 
and agreed to pay a criminal � ne of $15 mil-
lion for its involvement in the conspiracy. 
The U.S. Department of Justice (DOJ) has 
also indicted several other members of 
the conspiracy. The companies allegedly 
rigged bids, fixed prices and allocated 
customers for defense-related security 
services, including a multimillion-dollar 
contract issued in 2020 to provide security 
services to the U.S. Department of Defense 
for military bases and installations in Bel-
gium, and a NATO Communications and 
Information Agency contract.  

This was the � rst international reso-
lution obtained by the U.S. Procurement 
Collusion Strike Forces (PCSF), which the 
DOJ created in 2019 to combat antitrust 
crimes and related fraudulent schemes 
that impact government procurement, 
grant, and program funding at all levels 
of government — federal, state and local. 
Global investigative partners included the 
Department of Defense O�  ce of Inspector 
General, Defense Criminal Investigative 

Service, the FBI’s International Corrup-
tion Unit and the U.S. Army Criminal 
Investigation Command. (See the DOJ 
releases, tinyurl.com/destf8m5, tinyurl.
com/36ed8ypn and tinyurl.com/yez22577.) 

Saving taxpayers 
and stakeholders 
millions
Anti-competitive collusion, like the open-
ing case, is a perennial hidden problem 
for most organizations. Reducing these 
crimes in public procurement could save 
taxpayers tens of billions of dollars per 
year, and — in the private sector — could 

signi� cantly a� ect bottom lines. Based 
on an estimate by the Organisation for 
Economic Co-operation and Development 
(OECD), eliminating bid-rigging could 
help reduce public procurement costs by 
20% or more. (See “Fighting Bid Rigging 
in Public Procurement,” OECD, tinyurl.
com/89jw2x53.)  

Technological advances in procure-
ment processing and systems pose unique 
challenges, but they also o� er distinctive 
opportunities for law enforcement and 
fraud examiners to leverage data analysis 
to detect anti-competitive conduct. We’d 
like to help you understand what antitrust 

Price fi xing, bid-rigging and allocation agreements are 
conspiracies you should always be looking for. 
These experts in illegal and anti-competitive collusion 
show you how to detect red fl ags and prevent these 
crimes. And they give you tips on how to leverage data 
analysis and cross-border cooperation.

Based on an estimate by the 
Organisation for Economic 
Co-operation and Development 
(OECD), eliminating bid-rigging 
could help reduce public 
procurement costs by 20% or 
more.
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crimes are, provide you with indicators to 
help you detect antitrust collusion in pro-
curement data, and discuss global e� orts 
and successes through the PCSF.  

What are antitrust 
crimes?
What makes price-� xing, bid-rigging and 
market-allocation schemes illegal? In the 
U.S., it’s the Sherman Antitrust Act, under 
which “every contract, combination in the 
form of trust or otherwise, or conspiracy, in 
restraint of trade or commerce among the 
several States, or with foreign nations, is 
declared to be illegal.” In short, an antitrust 
crime occurs when competitors agree to � x 
prices, rig bids, or allocate markets or cus-
tomers. (See “15 U.S. Code § 1 - Trusts, etc., 
in restraint of trade illegal; penalty,” Cor-
nell Law School, tinyurl.com/25xmm5dk.) 

A common thread runs through all 
three crimes: They involve an agreement 
between two or more horizontal competi-
tors (companies that provide, or have the 
capability to provide, competing goods or 
services). Let’s look at the basics of each.  

Price fi xing 
In a price-� xing conspiracy, competitors 
agree to � x or otherwise determine the 
price at which their products or services 
are sold. Price � xing encompasses more 
than just agreements about the actual 
price charged to customers — it includes 
any agreement to a� ect price. Examples 
include agreements among competitors to: 

• Charge the same price or raise prices 
together. 

• Add fees or other surcharges, 
eliminate discounts or have uniform 
discounts. 

• Establish minimum or � oor prices. 

• Establish a standard pricing formula. 

• Coordinate or not compete on other 
commercial terms, such as credit. 

Bid-rigging 
In a bid-rigging conspiracy, competitors 
agree in advance who’ll win a bid. This 
allows the predetermined winner to bid 
a higher amount than it otherwise would 
have if it had to compete to win the con-
tract. The contracting entity is then forced 
to pay a higher amount than it otherwise 
would have — had the bidders legitimately 
been competing with one another. Often, 
as part of these schemes, competitors will 
give the illusion of competition to the con-
tracting entity when in fact there’s none. 
Bid-rigging has three basic variations: 

• Bid rotation: Competitors agree to 
take turns winning bids. 

• Complementary bids: Competitors 
agree to submit intentionally high, or 
otherwise unacceptable, bids.  

• Bid suppression: This scheme involves 
competitors agreeing to refrain from 
bidding.  

• Bid-rigging agreements are often quid 
pro quo crimes — meaning that in 
exchange for intentionally losing a bid 
a competitor expects to receive some-
thing of value in return. That could 
be winning a di� erent bid, being 
awarded a subcontract, or receiving 
gifts or cash payments. 

Allocation 
In an allocation agreement, competitors 
agree to divide up a market. They could 
do this in several di� erent ways, includ-
ing division by geographic area, customer, 
product or labor workforce. (See “Antitrust 
Guidance for Human Resource Profession-
als,” DOJ Antitrust Division and Federal 
Trade Commission, October 2016, tinyurl.
com/v2vrfca3.) In allocation agreements, 
competitors agree on who gets what “piece 
of the pie.” Competitors might use a bid-
rigging scheme to ensure that each com-
petitor gets its allocated piece. 
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Favorable 
conditions
for collusion
Certain conditions can make customers or 
supply chains more vulnerable to antitrust 
crimes. These conditions don’t mean that 
an antitrust crime is de� nitely happening 
— only that you should pay attention to 
suspicious patterns and pattern aberra-
tions. These can include:

Few sellers/vendors in the market 

The fewer the number of competitors, the 
easier it is for those competitors to put 
an antitrust conspiracy into place. It also 
makes it more di�  cult for conspiring com-
petitors to try to “cheat” on a bid-rigging 
agreement.  

Market or industry has a practice 
or history of regularly scheduled 
purchases  

This is especially relevant when competi-
tors are made aware of details beforehand 
through a procurement o�  cial, a trade 
association or a public solicitation an-
nouncement. When competitors know 
roughly how much business is coming 
down the pipeline and how often, it’s 
easier for them to take advantage of that 
knowledge to enter into an agreement to 
divvy up future spoils equally with other 
competitors. 

If rush or emergency work is involved 

In the wake of a disaster or an internation-
al pandemic, contracting processes often 
move more quickly to get help to those 
in need as soon as possible. During these 
times, there’s often an increase in bad ac-
tors looking to take advantage of this faster 
pace to cut corners without detection. In 
2009, for example, a federal grand jury 
convicted Durwanda Elizabeth Morgan 
Heinrich, a sand and gravel subcontractor, 

of conspiracy and bribery in connection 
with a $16 million protection project for 
the reconstruction of a New Orleans levee 
following the devastation caused by hur-
ricane Katrina in 2005. Heinrich o� ered 
to pay former contract employees of the 
U.S. Army Corps of Engineers in exchange 
for their attempt to steer a dirt, sand and 
gravel on the levee project to her. Heinrich 
planned to use proceeds from the subcon-
tract to pay the bribes. (See “Former Sand 
and Gravel Subcontractor Sentenced to 
5 Years in Prison After Conspiracy and 
Bribery Conviction in Connection with a 
Levee Reconstruction Project,” DOJ, Aug. 
26, 2009, tinyurl.com/ypjdxs4v.) 

Using data to 
detect red fl ags 
of collusion
To maximize the detection of anti-compet-
itive criminal collusion, fraud examiners 
and investigators can use data analysis to 
bolster traditional detection techniques 
that rely on reactive case leads (i.e., whis-
tleblower, consumer complaints, leniency 
applicants, U.S. Suspicious Activity Re-
ports or U.S. Currency Transaction Reports) 
and manual review processes (i.e., compar-
ing isolated groups of bid records).  

Such techniques, though im-
portant, may not capture the entire-
ty of an anti-competitive conspiracy. 
In the worst case, the use of traditional 
techniques may result in a failure to detect 
an existing conspiracy. Data analytics en-
ables the proactive detection of collusion 
and the development of key circumstantial 
evidence. The right data is fundamental 
to successful analytics. For procurement-
related analytics, this includes: 

Company bids: The most compre-
hensive dataset includes each company’s 
bid records for a certain solicitation, espe-
cially records from the losing bidders. This 
bid information should include the identi-
ty of the company (and person and depart-
ment within the company) placing the bid, 
the exact product or service being o� ered, 
the corresponding price to the smallest 
decimal point practicable, the quantity 
being o� ered, the exact time and date of 
the bid, and any details relating to how 
the bid was placed (IP address, email or 
physical mailing address, fax number). If a 
company uploads documents to complete 
the bid, a procurement system should store 
the original native � le of the document to 
preserve the document’s metadata.  

Company information: Procure-
ment systems should include a mechanism 
in which company bidders can be 

Technological advances in procurement 
processing and systems pose unique 
challenges, but they also offer 
distinctive opportunities for law 
enforcement and fraud examiners to 
leverage data analysis to detect anti-
competitive conduct.
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identified to include company email ad-
dresses, mailing addresses, fax numbers, 
internet protocol (IP) addresses; names 
and contact information of responsible 
parties, principals and owners; and system 
passwords, if applicable.  

Contract/solicitation information: 
Obtain information on the contract type, 
market or location of the contract, cus-
tomer, service period of contract, product 
delivery locations and any solicitation-
specific procedures.  

Post-award data: Once a contract has 
been awarded, identify any bank account 
numbers a company used to receive con-
tract payments, and company information 
and exact product or service the subcon-
tractors are providing.  

Once you’ve collected all this infor-
mation in a centralized database, you can 
use several methods to determine whether 
collusion may be present in a procurement 
solicitation or in a series of solicitations, 
some of which are listed as follows. (Of 
course, no two conspiracies are the same, 
and the list here isn’t exhaustive.) 

Win/loss frequency 
Analyzing bidders’ win/loss frequency can 
reveal suspicious patterns. For example, if 
bidding is competitive, it’s unlikely that 
one company either wins or loses all of 
its bids over a series of bidding rounds. 
Rather, one bidder repeatedly winning or 
losing could indicate a bid-rigging con-
spiracy where the conspirators are submit-
ting the losing bids to create an illusion of 
competition. Similarly, winning frequency 
may reveal a pattern consistent with com-
panies who appear to “take turns” winning 
bids, i.e., three companies routinely bid in 
the same solicitations, and each win 1/3 of 
the awards or 1/3 of the overall cost of all 
contracts awarded.  

Bidding or non-bidding patterns  
You can analyze markets at a granular level 
to assess bidding patterns. Check for ex-
treme bidding patterns in markets and 
submarkets. You may notice that compa-
nies only submit bids in certain geographic 
areas, for certain types of products or cus-
tomers, which all could indicate market-
allocation conspiracies.  

Companies that frequently bid against 
each other in the same solicitations, and 
companies that submit bids for services 
or products that are outside of their core 
businesses, could suggest complementary-
bid conspiracies. Conversely, companies 
that never bid against one another despite 
providing similar services or products — 
or being known competitors in the same 
market — could reveal bid-suppression 
conspiracies. Also, examining the exact 
timing of when competitor bids are sub-
mitted may reveal coordination.  

Bid-pattern aberrations 
Shifts in bidding patterns could be a sign 
of anti-competitive agreements, such as 
when companies bid against each other 
for a certain period of time in a way that’s 
consistent with competitive bidding, but 
then one or more companies withdraw 
from bidding entirely. 

Another red flag is a solicitation for a 
specific product or service that normally 
generates multiple bids, and you see a sud-
den decrease in the number of bidders, 
particularly when the solicitation includes 
a minimum bidder requirement. One-off 

Data analytics enables the 
proactive detection of collusion 
and the development of key 
circumstantial evidence. The right 
data is fundamental to successful 
analytics.
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bids by a company that doesn’t typically 
submit bids, particularly a bid that’s dis-
proportionally high or suspiciously close, 
may also suggest a complementary bid. 

Price aberrations  
Examine company bid prices over a broad 
number of solicitations. A company’s prior 
bids for similar projects may reveal un-
explained increases in prices. Or unex-
pectedly high prices can indicate that the 
company is submitting an intentionally 
losing bid. Similarly, drastic or sudden 
price increases for a product or service 
that can’t be explained by cost increases, 
particularly when bid pricing increases 
suddenly and identically across multiple 
companies, may indicate a collusive agree-
ment. If prices suddenly or drastically de-
crease upon the entry of a new bidder, a 
closer examination is needed to determine 
whether the new bidder disrupted an anti-
competitive cartel, particularly when the 
market participants’ bids were stagnant or 
the same prior to the new bidder’s entry.  

Statistics and numerical calculation 
Examining the overall spread between bid 
prices can reveal bid coordination. For 
example, an indicator of potential collu-
sion among three bidders would be if the 

three are within 10% of each other and 
the fourth bid is half. Examining line-item 
pricing can similarly reveal coordination. 
If Bidder B’s line items are all exactly 10% 
higher than the same line items in Bid-
der A’s bid, this suggests that Bidder B had 
access to Bidder A’s bid prior to bidding 
and coordinated with Bidder A to submit 
an intentionally losing bid. Some studies 
have shown that the statistical measure 
of “relative distance” can be used to detect 
complementary bidding; the difference 
between the winning bid and second-best 
bid is high when collusion is present. (See 
“Detecting Bid-Rigging Cartels With De-
scriptive Statistics,” by David Imhof, Jour-
nal of Competition Law & Economics, Feb. 
11, 2020, tinyurl.com/ynrcenuj.) 

Round or exaggerated numbers  
If bid pricing is typically based on granular 
calculations resulting in exact numbers, 
the presence of round numbers in a bid 
can indicate that a bidder didn’t put any 
effort into calculating its bid and may be 
submitting an intentionally losing bid. The 

same inference may be made if a bid or 
line item appears to bear no relationship 
to its expected price, or there are drastic 
differences in quantity estimates.  

Comparison to internal cost estimates  

A winning bid that’s unusually high com-
pared to internal cost estimates, published 
price lists or industry averages could be 
indicative of collusion among competitors, 
especially for contracts where the lowest 
bidder wins the award. While not neces-
sarily an indicator of collusion, a bid that’s 
unusually close to internal cost estimates 
could indicate access to inside informa-
tion. A bid that’s very low could suggest
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the winner may be padding change orders 
and invoices post award.  

Affi liations and other similarities
Companies may be a�  liated in some way 
with common identi� ers such as physical 
addresses, phone or fax numbers, email or 
IP addresses. A�  liation could be indica-
tive of potential opaque or shell company 
ownership, but it’s also a data point you 
can use to identify relationships among 
vendors. Another red � ag is a company 
that won a solicitation but frequently 
subcontracts to a company that lost a 
solicitation.  

You can use “Natural Language Pro-
cessing” to review proposals and bid pack-
ages submitted by competitors to detect 
common language, spelling or grammar 
errors, format, letterhead, calculations and 
other contextual nuances, which might 
suggest direct collusion among competi-
tors. (See “Natural Language Processing 
- Machine Learning Methods in Forensic 
Accounting,” by Andre Castillo, CPA/CFF, 
CFE, The CPA Journal, August 2021, ti-
nyurl.com/ja22zawk.) 

Detecting anti-competitive activity in 
public procurement is achievable with 
the right data, insights — and in the 
case of cross-border conspiracies — 
cooperation. Moreover, it’s a worthy 
cause given the vast sums of public 
money at stake. 

An international 
approach to 
competition 
enforcement 
Globalization has pushed governments 
and companies to expand traditional 
fraud detection to include data analytics 
domestically and internationally. Many 
companies need to cooperate with for-
eign authorities. In fall 2020, the PCSF 
expanded its footprint with the launch of 
“PCSF: Global,” which is designed to deter, 
detect, investigate and prosecute collusive 
schemes that target government spending 
outside of the U.S. 

The announcement of charges in 
PCSF’s � rst international investigation, 
detailed in the opening paragraphs, high-
lighted the bene� ts of a dedicated partner-
ship focused on overseas U.S. government 
spending.  

Many nations share our faith in the 
value of competition and the need to pro-
tect it. Indeed, approximately 130 jurisdic-
tions have enacted antitrust laws to ensure 
open and free markets, promote consumer 
welfare and prevent conduct that impedes 
competition. PCSF: Global o� ers a model 
for leveraging international relationships 
to detect antitrust conspiracies in cross-
border procurements.  
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Protecting public 
and private money
Detecting anti-competitive activity in 
public procurement is achievable with 
the right data, insights — and in the case 
of cross-border conspiracies — coopera-
tion. Moreover, it’s a worthy cause given 
the vast sums of public money at stake. 
(See sidebar in online version.) To learn 
more about the U.S. approach to procure-
ment collusion enforcement and for ad-
ditional resources, please visit justice.gov/
procurement-collusion-strike-force.  
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